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World and Machine Phenomena
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World and Machine Phenomena

Users move

Run Organizers
define a path

Users experience
health problems

Smart wearables
acquire data

Third parties acquire
data from Data4Help

Users grant direct usage and
sharing of their personal data

Users add a new Service

Participants enroll
in a Run

Smart wearables
communicate with
Data4Help
through smartphones

User data
insertions, updates,
management on
database
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Datad4Help Goals

Collect User data through Smart Wearables.

Send specific User data to Third parties only if User consent was given
after Third party access request.

Send anonimyzed requested Group Data to Third parties if the group it
refers to is made up of 1000 or more Users.

Send User data and Group Data to subscribed authorized Third parties as
soon as they are produced.

Allow Users to manage their subscription so Services and to Data4Help.
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AutomatedSOS Goals

e Analyse User data to check whether or not a User is a User in need.
 Send an ambulance to the last position of a User in need.
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Track4dRun Goals

Allow Organizers to create a Run.
Allow Users to enroll in a Run as Participants.
Allow Spectators to watch a Run.
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Main Requirements

Receive and store User data in Data4Help Database.
Receive User consent approval or denial with respect to Third party data

access requests.
Send specific User data and Group data to the requesting Third party.

Allow Users to add a Service.
Call local emergency services providing necessary User data of User in

need.
Allow Organizers to create a Run, defining: name, path, date, maximum

number of Participants and enrollment closure date.
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Formal Modelling through Alloy
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A Meaningful Use Case
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A Meaningful Use Case

:Service Interface ‘Track4Run

:User Application Provider :Run Manager Database
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A Meaningful Use Case
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A Meaningful Use Case
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Overview
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Overview
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DatadHelp Class Diagram

]

Notification

Controller

Model

-content: String

+getAnonDataByFilter(filter: Filter): AnonimousData[*]
+checkGroupData(data: AnonimousData[*]): boolean

+receiveData(data: Data): boolean
+getNotifications(username: String): Notification[*]
+sendNewData(data: Data, tp: ThirdParty): boolean

+getUserData(user: User): UserData[*]
+getUserService(user: User): Service[*]

+getNotifications(username: String):
Notification[*]

f

-thirdParties

-users

User

0.*

GroupDataRequest

Request ThirdParty

-timestamp: int -ID: int

-name: String

+sendRequest(request: Request)

NN

% -services ?o..*

Filter

UserDataRequest Service

-firstname: String
-lastname: String
-SSN: String {unique}
-gender: boolean
-birthDate: DateTime
-email: String
-password: String

UserData

7

-user | 1
-data

+getUser(): User
+getValue(): int

-age: int
-gender: boolean
-residence: Position

-SSN: String -users: Map<User; boolean>

Data

-timestamp: DateTime

AnonymousData

+getUser(): User
+getValue(): int

+getValue(): int

7
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DatadHelp Class Diagram

User
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Architectural Styles and Patterns

Three tier architecture
Communication between components
Data exchange

Notifications system

Third party services

Defensive database design
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Implementation Plan and Unit Testing

Datad4Help Third Parties
Website

Track4Run Organizers
Website

Track4Run Spectators
Website

AutomatedSOS Server
= Service Interface
Provider (website)

DatadHelp User App
> Authentication

DatadHelp User App
= Data Sender

DatadHelp User App
> Data Collector

DatadHelp User App
= Services Manager

DatadHelp User App
> Service Controller
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Integration Plan and Testing

DatadHelp Server: Data Receiver

Datad4Help Server: Services Manager

DatadHelp Server: Authentication
DatadHelp Database

DatadHelp Server: Data Manager
DatadHelp Database

DatadHelp Server: Data Manager

DatadHelp Server: Data Manager

v

Datad4Help Server: Request Manager

Data4Help Server: Notifications Manager

DatadHelp Third Parties Website
Datad4Help Server: Services Manager

DatadHelp Third Parties Website
DatadHelp Server: Authentication

DatadHelp Server: DatadHelp Database

DatadHelp Server: Data Manager

DatadHelp User App: Services Manager

DatadHelp User App: Services Manager

DatadHelp User App: Authentication
DatadHelp Server: Authentication

DatadHelp User App: Data Sender
DatadHelp Server: Data Receiver

DatadHelp Server: Services Manager

DatadHelp Server: Notifications Manager

Track4Run Server: Run

Track4Run Server: Service Interface
Provider

Track4Run Server: Authentication
Track4Run Database

Track4Run Database

Track4Run Server: Run Manager

Y

Track4Run Organizers

Track4Run Server: Data Receiver
Data4Help Server

Track4Run Server: Data Receiver
Track4Run Server: Run Manager

Track4Run Server: Run Manager

A.SOS Server: User Monitor

A.SCS Server: User Monitor

AS0S Server: Dats Receiver
A.S0OS Server: Data Analyzer

A.SOS Server: Service Interface Provider

A.SOS Server: User Monitor

Local Emergency Services Caller

A SOS Database

, 4
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A.SOS Server: Data Receiver

DatadHelp Server

A.SOS Server: Data Analyzer

A.SCS Server: Data Receiver
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